«IIpodunaakTuka KNOEPNEPCTYNHOCTH U NMPECTYIUIEHUH, COBEPIIEHHBIX €
HCIOJIb30BAHNEM HH(OPMAIMOHHO-KOMMYHUKANNOHHBIX TEXHOJIOTHID)

Mamepuan noocomosnen
Ynpaesnenuem no npomusooeticmeuro kubepnpecmynHocmu
Kpumunanorou munuyuu YBJ/] ['poonencrozo obaucnonkoma

[loBcemMecTHOE BHEOPEHHWE W  HCIOJB30BAHWE  KOMITBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH, O€3yCIOBHO, CO3[a€T BO3MOXKHOCTU IS
oosiee A(PGEKTUBHOTO PaA3BUTUSI HKOHOMHKH, TMOJUTHUKHU, OOIIECTBA U
rocyaapctsa B 1esioM. OHaKo COBEPIICHCTBOBAHKUE M IPUMEHEHUE BHICOKHUX
TEXHOJIOTMI TPUBOAUT HE TOJBKO K YKPEIUICHHI0 HHPOPMAIIMOHHOTO
oOII[ecTBa, HO M TOSIBJICHUIO HOBBIX YIpO3, OJHOM M3 KOTOPBIX SIBISETCS
KOMITbIOTE€pPHAs TPECTYIMHOCTb.

PaccMoTpuM ~ OCHOBHBIE  YIpo3bl,  KOTOPHIM  IIOJIBEPTarOTCs
M0JIB30BATEIN B COBPEMEHHOM KHOEPIIPOCTPAHCTBE.

BUmIMHI — OJWH W3 METOJOB MOIICHHUYECTBA C HCIIOJIb30BAHHEM
COLMAIbHON HMHXeHepuu. OH 3aKIII0YaeTcsi B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJNIBb3YS TeNe(OHHYIO CBSI3b U BbIJIaBasi ce0sl 32 COTPYIHUKOB OaHKOB (MU
IPaBOOXPAHUTENCH, YTO OCOOEHHO YacTO MPOUCXOJUT B MOCJEAHEE BpPEMsi),
MO/ Pa3UYHBIMU TIPEIJIOTaMU BBISICHSAIOT y TOTEPHEBIINX CBEACHHUS O
HaJIM4YMK OaHKOBCKUX IaTexHbBIX KapTouek (mamee — BIIK), cpokax wux
neiictBusi, CVV (CVC)-kogax, macmopTHBIX JaHHBIX, CMC-KOJax C IEJIbI0
XUIICHUS JICHe)KHBIX CPEACTB. B psije ciaydaeB 3JI0yMBINIJICHHUKAM
W3BECTHBI HEKOTOphie pekBU3UTHI bIIK, a Takke aHKETHBIC JTaHHBIC JUII, Ha
UM KOTOPBIX OHU YMUTHUPOBAHBHI.

B OGonpmmHCTBE cilydaeB MPU COBEPIICHUU 3BOHKOB MOTEPIICBIINM
MPECTYIMHUKN UCTIONB3YIOT [P-Tenedonuto, koTopas mo3BoJIsIeT MACKUPOBATh
TernedOoHHBIE HOMEpa Mo HoMepa OelopyCCKUX omeparopoB cBszu. Kpome
3TOTO, 3aYacTyl0 3JIOYMBIIUICHHUKU HCIONB3YIOT MecceHkephl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXHOCTb  HCIIOJIb30BaHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPECTYIMHUKA MAaCKUPYIOTCS 10| JIOTOTUIIOM
y3HaBaeMbIX OEIOPYCCKHUX OAHKOB, BBOJS B 3a0JIyKIACHHE TOTCHIIMAIBHBIX
KEPTB.

3/I0yMBIIIJICHHUKA  3BOHAT JKEPTBE W OT HMEHH OaHKOBCKOTO
COTPpYAHHKA COOOINAOT, YTO HEOOXOJUMO OCYIIECTBUTH KaKue-Irudo
neiictBus ¢ BIIK, Tak Kak KTO-TO JHOO MBITAETCSI MOXUTUTD C HEE IEHEKHDBIE
cpeacTBa, OO oQOpMIISIET KPEauT, JUO0O0 MPOU3BOIUT IOJI03PUTEIIHHYIO
omyiaTy. 3aBJIaJIecB PEKBU3UTAMU KapThl, IPECTYIMHUKHA OCYIIECCTBIISIFOT
XHIIEHHUE ICHS)KHBIX CPEJICTB ¢ 0AHKOBCKOTO CYETa MOTEPIICBIIIETO.

B mocrmennee Bpems HamOosiee akTyaibHas cxeMa — IOOYXICHHUE
KEPTBBI OTKPBITh KPEAUT. 3IIOYMBINIJICHHUKN COOOIIAIOT KEPTBE O TOM, YTO
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SIKOOBI KTO-TO TIOCTOPOHHHM MBITAETCSI OTKPBITh KPEAUT HA €€ UM, U TSl €TO
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITEIbHO OOpaTUThCS B OAHK U OTKPBITH
KpPEIUT, TIEpPECiaB BIIOCIICICTBUH PEKBU3UTHI CUETA.

@AIMHT — BUJ UHTEPHET-MOLIEHHUYECTBA, 1IEJIbI0 KOTOPOTO SIBIISETCS
MOJIydeHUE JOCTyNa K KOH(HUICHIMAIBLHBIM JaHHBIM I[OJb30BaTelied —
JorMHaM U mapoisM. PUIIMHT HCHONB3YeTCs M MOJMY4YeHHUs JOCTyna K
YYETHBIM 3allUCSIM  TOJb30BaTENIed CaMbIX Ppa3JIMYHBIX PECYpPCOB, HO
3a4acTyl0 OH MPUMEHSETCS VISl XUIIEHUS JaHHBIX MOJIb30BaTEIEH TOPTOBBIX
OHJIAWH-TUIOIIAIOK.

JIJist 3TOr0 37MOYMBITIUICHHUKHA TOIMEHSIOT CTPaHUILy HCIOJIB3yeMOTO
KEPTBOM MHTEPHET-CEPBHUCA HA MOIIICHHUYECKYIO, KOTOPasi BHEIITHE SBJISETCS
JBOMHUKOM OpuruHasia. OUITUHTOBAas CTPaHUIA MOXXET UMETh CXOJICTBO C
pasHeiMu cepBrucamu: Kufar, benmoura, ciyx060i1 nocraBku, 6ankamu, EPUIT
U T. . B COOTBETCTBUU C 3TUM MOKET HCIOIb30BATHCS Pa3HBIN MPEJIOT s
nepexojia Ha CTPAHUIy MPECTYMHUKOM (3a0paTh 3a4KCIICHHBIC UM JICHBIH,
MOATBEPAUTHh TOJIYYCHHE TOCBUIKM Ha IOYTe WM B CIy)kO€ JTOCTaBKH,
MOATBEPAUTHh TPHEM CPEJICTB Ha OJHOM M3 OAHKOBCKHUX CEPBHCOB W T.I.).
HeBHMMaTETHHBIM HHTEPHET-TI0JIH30BATEIh MOXKET M HE 3aMETUTh TIOIMCHBI,
TaK KakK T0J0OHBIE CTPAHUIIBI BHU3yaJIbHO CXOXH C odopMieHueM
OpUTHMHAIBHBIX caiitoB. Korma monp3oBaTens 3aXOJUT Ha  TaKyko
NOJJICTFHYIO CTpPaHUIy W BBOAWT JIOTUH W TApoOJib, OHU CTAHOBSTCS
JIOCTYITHBI MOIIICHHUKAM.

CTOMT OTMETUTh, 4YTO MPUMEHsSEeMas 3JIOYMBINUICHHUKAMH CXeMa
XUIIEHUNA XapaKTepHa He ToJibko s bemapycu. CTonb k€ CHCTEMHO 3TH
NPECTYIUICHUST COBEPIIAIOTCS B OTHOIICHWUW TOJB30BATElIed CXOXKHX
pECypcoB, OpUEHTUPOBAHHBIX Ha WHbIE rocyaapcTBa CHI': Poccuu (avito.ru),
Ykpauns! (olx.ua), Kazaxcrana (olx.kz) u mp.

CBaTMHr — 3aBEJIOMO JIOKHBIM BBI30B  MOJIMIIUM, aBapUUHO-
criacaTeNbHBIX CIYKO, TyTeM (QalbIIMBBIX JOXKHBIX COOOIIEHHH 00
OMMAcCHOCTHU (HaNpuMep, O MUHUPOBAHUU, YOUICTBAX, 3aXBATE 3AJI0KHUKOB).

CBaTUHT B NIEPBYIO OUepe/b PACIPOCTPaHEH B Cpejie, IIe JI0IU, Yale
BCEro MOJIOJIble, OOBEAMHSAIOTCS 110 KaKUM-TO 1essiM. Hanpumep, B oHITaiiH-
urpax. ¥ HHX €CTh TEPMHUH «BBI3BaTh MIJIUIIMIO Ha JIOM» — KOTJIa JUISI TOTO,
qTO0BI, K TPHUMEpPY, JOCAJAWTh OOHMIYMKY, €My Ha JOM BBI3BIBAIOT
IPaBOOXPaHUTENCH, TNOO COOOIIAI0T O MUHUPOBAHUH KaKOT0-T00 00BEKTa.

B mocnegnue roabl cBaTMHT M3 3a0aBbl JIFOOMTENICH OHIAWMH-UTP U
XaKepOB TPEBPATWICS B MAacCOBO€ SIBJICHHE U OOJBIIYI0 TpoOieMy s
MPaBOOXPAHUTEIBHBIX  OPraHOB  pa3nWYHBIX  cTpaH. (OOmecTBeHHas
OMMACHOCTh TaKUX JICSTHWH COCTOMT B TOM, YTO 3aBEJIOMO HEIOCTOBEPHBIC
CBEIICHUS JE30PTaHU3YIOT HOPMAIBbHYIO paboTy OOBEKTOB TpPAHCIIOPTA,
NPESANPUITHI, TOCYJApPCTBEHHBIX OPraHOB MW YUYPESKICHHHA, OpraHu3aIuit
HE3aBUCUMO OT (OpMBI COOCTBEHHOCTH. B CBOIO odYepenb, 5TO MPUUHHSET
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CYIIIECTBEHHBI 3KOHOMUYECKUI Bpel KaK CyObEeKTaM XO03sICTBOBAHUS, TaK U
rpaxaanam. [Ipu 3Tom nHbOpMaLKs 0 BO3MOXKXHOM B3pbIBE, MOJKOTE JTUOO
WHBIX JICUCTBUAX, TMPEANOJAraloluX TSIXKKUE TMOCIEACTBUS, CIOCOOHA
MOCEsITh MAaHUKY CPEeIM HACeNeHUS U BHECTH HEyJ00CTBa B MOBCEIHEBHYIO
KU3Hb.

CrouT OTMETUTh, YTO OTBETCTBEHHOCTh 33 JTO MPECTYILICHUE
HactynaeT c¢ 14 ner. Hakazanue — mrpad, apect, orpaHduueHrne cBOOOAbI Ha
CPOK 10 TSATHU JIET WM JIMIIEHHE CBOOOABI Ha CpPoK 10 cemu Jier. Ecnu
peOeHKy, COOOIMBIIIEMY O JIOKHOM MUHUPOBAHHUM, HE UCIIOTHUIIOCH 14 neT,
HACTyIaeT aJMUHHCTpaTUBHAsi OTBETCTBEHHOCTh poAUTENEeH, a peOeHKa
CTaBSIT HA YYET B MHCIEKIUIO IO JIeJIAM HECOBEPIICHHOJIETHUX.

DoS — 3T0 araka Ha BBIYUCIHUTEIBHYIO CUCTEMY C IIEJIbIO JIOBECTU €
JI0 0TKa3a, TO €CTh CO3/IaHUE TaKUX YCJIOBHM, MPU KOTOPHIX 100OPOCOBECTHHIE
MOJIb30BATENN CHUCTEMBI HE MOTYT MOJYYUTh AOCTYN K MNPEIOCTABISIEMBIM
CUCTEMHBIM pecypcaMm (cepBepam), JuOO OSTOT JOCTYN 3aTpyaHeH. B
Hacrosmee BpeMa DoS m DDoS-araku momyJiipHBI TE€M, YTO MO3BOJISIOT
JIOBECTH J0 OTKa3a MPAKTUYECKH JIFOOYIO CUCTEMY.

OObIYHO aTaka OpraHU3yeTcss MPU IOMOIIU TPOSHCKUX MPOTPaMM.
[IpenBaputenbHO  TPOSIHBI  3apaXKAOT  HEAOCTATOYHO  3aIlUILIECHHBIC
KOMITBIOTEPhI OOBIYHBIX IOJB30BATENIe U MOTYT JOBOJIBHO JIOJTO€ BPEMs
HUKaK ceOsi HE MPOSBIATH HA 3apaKEHHOM KOMIIBIOTEpE, OXKHUAas KOMaHbI
OT CBOEro xo3simHa. KoMmbroTep MOXKET NMOABEPTHYTHCS TAaKOM aTake MpHU
MOCCIICHUU PA3JIUYHBIX 3aPAXKCHHBIX CAWTOB, MPU MOJYUYCHUHU DJICKTPOHHOU
MOYTHI WJIA MPU YCTAHOBKE HEJUIIEH3MOHHOTO MPOTrPaMMHOT0 00eCTIeUEHUS.
Korna 3moymbIluieHHUK coOOUpaeTcsl HayaTh aTaky, OH JaeT KOMaH/y, U BCE
paHee 3apaKCHHbIE KOMIMBIOTEPHl HAUMHAIOT OJITHOBPEMEHHO CJIATh 3aMpPOCHI
Ha CaUT-XKEPTBY.

Haunbonee wmaccoBass Do0S-ataka B benapycu Obuia mpowusBeneHa
KCTPEMUCTCKUMH KaHaiamu B 2021 roay. 310yMBINUIEHHUKH, HAMEPEHHO
yTauBas uHpopmaiuoo o0 yroloBHOM OTBETCTBEHHOCTH 3a yudactue B DOS-
aTake, NPUBJICKJIM K ydyacTuro B Hed Oonee 10 Thicsu rpaxiaaH
(IpeuMyIIECTBEHHO M3 4uciaa Mojoaexu). IIpakTuueckd Bce YYaCTHUKH
TOTO TMPOTUBOMPABHOIO JEHUCTBUS OBLIM YCTAaHOBJIEHBI, a HauoOoJee
AKTUBHBIC U3 HUX OBLJIY MPUBJICUCHBI K YTOJIOBHONW OTBETCTBEHHOCTH.

I'pyMHHT — 3TO BXOXICHHE B3POCIIOTO YEJIOBEKA B JIOBEPHUE K PEOCHKY
C  UEIbI0  CEKCyaJlbHOTO  CAMOYAOBJIETBOPEHUS.  3JOYMBIIUICHHUK
JUCTAHIIMOHHO HAIIYIBIBA€T CBS3b C PEOCHKOM 4Yepe3 COIMAIbHBIC CETH,
MECCEHXKEPbI, OHJIANH-UTPBI, JJIIEKTPOHHYIO MOUTY. 3aTEM MOKET BBIHYIUTh
pebenka mnpuciaath (Qororpadhur HHTHUMHOTO XapakTepa, BOBJIEYL B
U3TOTOBJICHHE TMOPHOTPAPUUECKUX MAaTEpHalOB, CKJIOHUTh K WHTUMHOMN
BCTpPEUYE B PEAIBHOCTH.



4

OT rpyMHUHra OTJIMYAIOT CEKCTUHI — 3TO TNEPEeChUIKAa JIMYHBIX
dbororpaduii, COOOIIEHUH  HHTUMHOIO  COJIEPXKAHUSI  TOCPEACTBOM
COBPEMEHHBIX CPEJICTB CBSA3U: COTOBBIX TEIE(OHOB, JIEKTPOHHOU MOYTHI,
COLIMAJIbHBIX UHTEPHET-CETEH.

[Topoit mox BIUSIHUEM CUTyallMU WJIA SMOILUM, MOXET MMOKA3aThCs, YTO
nepeciarh Takue (Gporo — xopomas uaes. Yaiie Bcero mapHd M JEBYIIKU
JeNnaloT A3TO0 (GIuUpTys, MOANABIIMNCh HACTOMYMBBIM yTOBOpaM, IMbITAsACH
pa3Biiedb CBOUX JIPY3€id, UTOOBI MOJYYUTh UX MPU3HAHUE (Yallle epechUIaloT
qyKue (OTO, YTOOBI MOXBACTATHCS), WM K€ MPOCTO OTOMCTUTBH. JTa UJIEd,
OpsSIMO  CKaXXeM, HE O4YEeHb  XOpollas: 3JIOYMBIIUICHHUK  MOXKET
BOCITOJIb30BaThCs TAKOM JIOBEPUMBOCTHIO BO BPE/I.

Ku0epOy/utHHT — TpaBiid MOJb30BATENSl YEPE3 BCE KaHAJIbl CETEBOIO
OOIIIEeHUs: COLMAIbHBIE CETH, (OPYMBI, 4YaThl, MecceHKephl. [IpoBOIUTH
TPaBII0 MOTYT KakKk OJHOKIACCHUKH, HWHTEPHET-IpYy3bs U T.O., TaK U
COBEPILIEHHO ITOCTOPOHHUE JFOU.

Ota dopMma MCUXOJOTHYECKOTO0 TEPpOpa MOXKET NPUHUMATh pPa3HbIC
o0JIMUMs: OCKOpOJIEHUSI dYepe3 JIMYHbIE COOOIIeHUs, MNyOauKanus u
pacrpocTpaHeHHe KOH(PUIACHIIUAIBHOM, MPOBOKAIMOHHOW HHMOpMAIMU O
xKepTBe; (usmdeckas arpeccuss U Tak ganee. [Ipuumubl kuOepOysMHra:
YyBCTBO IPEBOCXO/JICTBA, 3aBUCTh, UYBCTBO MPEBOCXOCTBA HAaJ COIIEPHUKOM,
YyBCTBO COOCTBEHHOW HETOJIHOIIEHHOCTH, CaMOpeaIU3aIlus.

Ocobo criemyeT OTMETHTH CIOCOO BO3ACHCTBUS 3ampelleHHBIM
KOHTEHTOM. PeOeHKy MOTryT NOKa3bIlBaTh MOpHOrpadUyuecKue MaTepHualbl,
HAHOCS ylIepO MCHUXHUKE, TaK Kak M300pa)K€HHOE CO BPEMEHEM IepecTaHeT
BOCIIPUHUMATHCS PEOCHKOM KaK aMOpaibHOE TTOBEICHHUE.

¥Yrpo3a HOBOTO BpeMEHU — TaK Ha3blBa€Mble Ipynibl cMepTu. M x0T
OOBIYHO CO3JATENISIMU TAaKUX TPYII SBISIOTCS CaMH TMOAPOCTKH (1enb —
«XauMmy, XKaxaa OCTPhIX OUIYIICHUH, JKEIIAHUE TOMHUHUPOBATH U YNPABIATH
IpYyruMHU), B TOJOOHBIX TPYyIIax Cco3AaeTcs  OJarompusTCTBYIOIIAS
atMocdepa A KyJIbTUBUPOBAHUS CYHITNIATBHBIX HAMEPEHUH.

MOIMEHHHUYECTBO B COLHCETSAX
B Hacrosmee Bpems 0co00 aKTyaabHON CTAaHOBUTCS MPOOJIeMa 3aIUThI
aKKayHTOB B COITMAJILHBIX CETSAX M MPOTHUBOACHCTBUS pa3IndHBIM (popMaM u
BHaM MoOIlIeHHHYecTBa. HanOosee TUIIMYHBIE CITOCOOBI OOMaHa B COICETIX
CETOIHS TAaKOBBI:

Ilpeoonnama
3JIOyMBIIIUICHHUKN pa3MEIIat0T OOBSIBICHUS O MPOAaKe KaKUX-THOO
TOBapOB MO OPOCOBBIM II€HAM, HO IS €ro MOJdy4deHus (SK0ObI TOCPECTBOM
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MOYTOBOM NEPEChUIKM WJIM CIYKObl JOCTABKH) TPEOyeTcs MepedyuciaeHue
NpeAoIIaThl WIM 3aJaTKa Ha yKa3aHHbIE «IIPOJABLIOM» OAHKOBCKYIO KapTy,
AJIEKTPOHHBINA KouenaeK. OObIYHO MOCe MEePEUMCICHHs 0KHJIaeMblii TOBAp
TaK M HE ITOCTYMAET, a «IIPOJIaBELD» IEPECTAET BBIXOINUTH HA CBSI3b.

Hlanmadsic u évimozamenvcmeo

B HexkoTOopbIXx cllydasxX 3JIOYMBIIUIEHHUKHM MOTYT  YIpOXaTb
pasrialieHueM pa3IMYHbIX KOMIIPOMETHPYIOIIMX CBEIECHUA C LEJbIO
BBIMOT'aTEJIbCTBA.

CouunanpHble CETM — 3TO KIaJe3b MNEPCOHAIbHON HH(pOpPMAUU O
yenoBeke. [loydMB HECAHKUMOHUPOBAHHBIM JOCTYNl K CTpaHHIAM B
COLIMAIBHBIX CETAX, IIEPENUCKE DJJIEKTPOHHBIX IOYTOBBIX SIIUKOB H
00JJauHbIM aKKayHTaM U 3aBJIaJIeB U300paKEHUSIMHU, HE MpeIHa3HAUYECHHBIMU
Ui MyOJMYHOTO MPOCMOTPA, MPECTYIMHUKH BCTYNMAIOT B MEPEHHUCKY C
NOTEpPHEBIINMH, TpeOys pa3Hble JECHEKHBIE CyMMbl M Yrpoxkas B cCiydae
OTKa3a paclpOCTPAaHUTh UX B UHTEPHETE.

Ounaitn-uzpol
NunaycTpusi pou3BOACTBA WP JIA MEPCOHATIBHBIX KOMIBIOTEPOB U
MOOWJIBHBIX Ta/PKETOB JIaBHO CTaJI0 BBICOKOJOXOAHBIM OusHecom. He
YAUBUTEIBHO, YTO TOBBIIIEHHBIM BHUMAaHHWEM OHA TIOJNB3YeTCS U Yy
MOIICHHUKOB. [[eHHOCTh TyT MPEACTaBISIOT M aKKAyHTHI MOJb30BaTENEH, K
KOTOPBIM HEpeIKO mNpuBs3aHbl pekBU3UTHl BIIK 1y mokymku WrpoBbIx
NPEUMYIIECTB, W KOJUICKIIMOHHBIE TPEIMETHI, KOTOPhIE HWIPOKH TaKKe

HEPEJIKO MPUOOPETAIOT 3a PealbHbIC JCHbBIU.

Poocmeennuxk cosepuiun /[ TI1

B  mocmemnee  BpeMs ~ ydacTWIMCh ~ Ciy4au  Tele(OHHOTO
MOIIICHHUYECTBA. Hampumep: MOXKWIOMY 4YEIOBEKY 3BOHHUT IO TenedoHy
HE3HAKOMEI[ W, MPEACTABIISSACH ChIHOM, JOYEPbI0, BHYKOM, 3asBIsCT: <«
nonan B JITII! Mue cpouno HykHa moMmouis!». Ecnu Bo3HHKaeT BOpoc, 4To
C TOJIOCOM, Ha JAPYrOM KOHIIE MPOBOJIA OTBEUYAKOT, UYTO «IOCTPAAABIIHII»
NMOBpenil Ty0y, BbIOWI 3yObl, Ha3bIBAIOT JPyrue€ MPUUYUHBI, 3aroBapuBas
JKEPTBY, HE OCTaBJSIIOT IIAHCOB Ha pasymHble aeictBus. Ilocime yero
«POJCTBEHHUK)» TIEPEeHaeT TPYOKY SKOOBI COTPYIHUKY TPABOOXPAHUTEIIBHBIX
OpPTraHOB, KOTOPBIA BEAET JAJbHEUIIMK PAa3rOBOP W BHIMAHWUBACT JICHBIH,
JaBasi MOHATh, YTO CUTyalus KpuTW4Has. [l0KuIoM 4YenoBeK Ha 3MOIUAX
corjamraercsi Ha Bce ycioBus. [locme Oecenpt 1o TenedoHYy K HEMy
npueskaeT Kypbep HW  3a0upaer  jgeHbru. HMHOrma  MOIICHHUKH
MIPEJCTABIISIFOTCST COTPYJHUKAMH MUJIUIUK JIMOO clieoBaresssMu. [ oBopsIT,
YTO OJM3KUW POJICTBEHHUK, CHIH WJIM JI0Yb, COBEPIIMJIM aBapuI0 U COMIH
yenoBeka. I 4ToObl M30€XKaTh OTBETCTBEHHOCTH, HEOOXOAMMO 3aIlJIaTUTh
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neHeru. Ecim cobecenHMK coriamaercsi, OH Ha3bIBAET aJpec, U BCKOPE K
HEMY MPUXOAUT YEJIIOBEK U 3a0UpaeT JCHbIU.

COBETHI 11O BE3OITACHOCTH

- HUKOTJa, HUKOMY M HU NPU KaKUX OOCTOSTEIHCTBAX HE COOOIIaiTe
PEKBU3UTHI CBOMX OAHKOBCKHUX CYETOB M OAHKOBCKUX KapT, B TOM YHCIIEC
JUIaM, MPEICTABUBIIUMCS COTPYIHUKAMHU OaHKa WA MPaABOOXPAHUTEIbHBIX
OpTraHoB;

- HE clIelyeT cooO0IIaTh B TeJIEPOHHBIX Pa3roBOpax U MpU OOIICHUU B
COIICETSAX TIOJIHBIM HOMEp KapTO4YKH, Cpok ee neictBus, kogm CVC/CVV
(Haxomsiuecss Ha OOpaTHOM CTOPOHE KapThl), JOTHH U MapOjib K UHTEPHET-
OaHKUHTY, MacCMOPTHBIE JaHHbIC, KOJ0BOE CJIOBO (1udpoBoi koja) u3z SMS-
COOOIICHUI;

- B CJIy4yae MOCTYIUIEHUSI 3BOHKA «OT COTPYJIHUKA OaHKa» HEOOXO0JIUMO
YTOUHUTH €ro (paMujInio, HoMep TenedoHa, mocie 4ero 3aBepiuTh Pa3roBop
¥ CaMUM TI03BOHUTH B OaHK WM B KPYTJIOCYTOUHYIO CITYK0y cepBHca, HOMEp
KOTOpOW HamucaH Ha OOOPOTHOM CTOpPOHE IUIaTexHOM kapThl. CooluuTe o
cinyuuBliemca. Ckopee BCEro, HUKAKMX HECAHKIMOHHPOBAHHBIX OIEpalHii
He OBIJ10, M HUKTO M3 0aHKa HE 3BOHMII;

- B Cllydae IIOCTyIUIEHUs 3BOHKa «or mnonasmero B JTII
POJCTBEHHUKA» MO0 «COTPYIHUKA MUJHUIMKN» HEOOXOAUMO YTOYHUTH €ro
dbamunuio, HoMep TenedoHa, MOCIE Yero 3aBepIIUTh Pa3rOBOP U CAMHUM
MO3BOHUTH JAaHHOMY, JIMOO WHOMY POICTBEHHUKY MO0 HHOMY APYrOMYy
JUIy Yy KOTOPOMY MOXKHO TepenpoBeputh wuHpopmarmio. Jlanee,
HE3aMeJIJTUTEILHO COOOIIUTh O JJaHHOMY (haKTe€ B MUJIMIIMIO U HU B KOEM
clly4dae He Mepe1aBaTb HUKOMY JE€HEKHbBIX CPEACTB;

- B TOM clly4dae, €clid C UCIoJIb30BaHueM Baiiero cuera u npasja KTo-
TO OYJIET MBITAaThCS COBEPIIUTh HECAHKIIMOHUPOBAHHBIC OMEpaIluu U OaHK
3TO 3aMETUT, TO €ro COTPYIHUKH CIIEpBa WHHUIIMATUBHO 3a0JOKUPYIOT
O0aHKOBCKYIO IUIATEXXHYIO KapTy, 3aTeM cooOmar Bam mpu4yuHy OpUHSTOTO
perieHus (HU4ero He YyTOUYHSSA) U IPUTIIACAT MOCETUTh 0aHK C MaCOPTOM IS
MOJYYEHHS] HAJIUYHBIX JEHEKHBIX CpPEICTB W HANWCaHWsS 3asBJICHUSA Ha
MEePEBBITYCK KapPTHI;

- HU B KOEM CJIydyae HE€ MPEJOCTaBIANTE TOCTYNl K MOOUILHOMY
YCTPOUCTBY TOCTOpOHHMM Junam! Hukorma He ycTaHaBIMBaWTE IO
Mpoch0aM HE3HAKOMBIX JIMI[ IPOTrpaMMbl YIAJIECHHOIO JOCTyMa, TaKue,
Harpumep, kak «AnyDesk», «TeamViewer» u gap. He cooOmaiite
HE3HAKOMBIM JIUIIaM CE€aHCOBBIE KOJbI! Uepe3 3TH MpUIoKeHUs MOIICHHUKH
MOTYT TIOJIYYUTh JTOCTYI K MOOWJIBHOMY NMPUJIOKEHUIO MHTEPHET OaHKUHTA
Ha Bamem ycTpoWCTBE U COBEPIINTH XHUILEHUE JEHEKHBIX CPEACTB. Y UTHUTE:
COTPYIHUKHA OaHKOB HHUKOTJA HE HCIOJB3YIOT IJisi CBA3M C KIUCHTaMU
mecceHkepsl («Vibery, «Telegramy, « WhatsApp»);



7

- B HacToOsllee BpeMsl TMPOCTO HEOOXOJWMO HaJMuue BTOPOU
0aHKOBCKOM IUIATEKHOM KapThl, HE NMIPUBA3aHHON K OCHOBHOMY OaHKOBCKOMY
cuyeTy (Hampumep, 3apIlaTHOMY). DTOW KapTOll pacCUMTHIBAWTECh B CETU
HNHuTtepHeT, 3apaHee MOMOIHSA €€ Ha He00X0AuMyto cymMMy. B Takom ciyuae
Bbl cMoxkeTe 06e301acuTh CBOM OCHOBHOM OAaHKOBCKHI cueT. MHorue 0aHku
MpEJIaraloT CBOMM KIMEHTAM YCIYTY BBINYCKA «BUPTYaJIbHOM KapPTh».
[Ipomecc ee OTKpHITHA HE TpeOyeT TMOCEIIeHUus KINEHTOM OaHKa u
MpEeACTaBIsIeT cOO0M JOCTATOYHO OBICTPHIM mporecc. B utore Bol cTanere
oOnagaTesieM JJIEKTPOHHOIO aHajora OaHKOBCKOW KapThl, IMOCPEACTBOM
KOTOPOW CMOJKETE PacCUMTHIBATHCS 3a YCIyru B ceTu MHTepHeT 0e3 pucka
CKOMIIPOMETUPOBATh OCHOBHOW OaHKOBCKHil cuer. IIpocto mepexn omaroi
NOTIOJIHUTE €€ HEeO0OXOAMMON CyMMOW C OCHOBHOM KapThl - U HHUKAKHUX
npobiiem!;

- KaXJbl BIIajieNiel] 0AHKOBCKUX IUIATEKHBIX KapT MOKET HACTPOUTh
COOCTBEHHBIM aJITOPUTM O€30MaCHOCTH TMPU HMX HUCMOIb30BaHUH. JIjis
oOecrieueHrss COXPaHHOCTH JCHEXKHBIX CPEACTB, pPa3MEIIEHHbIX Ha
OaHKOBCKHMX CUETaX, KaXJbId JepKaTesib KapTOYKU MOCPEACTBOM CHUCTEM
JUCTAHIIMOHHOTO  OAaHKOBCKOTO  OOCITY>XHMBAaHHSI MOXET  yCTaHOBHUTH
WHJIUBUyaJIbHBIE OTPAaHUYECHUs (JTUMUTHI/3anpeTbl). Cpenr OCHOBHBIX -
cienywonme: noakirdeHue  texHoiorun  3D-Secure  (oOsi3arenbHOE
MIOATBEPKIACHUE ONEPALUM, COBEPLIAEMBIX JEPKATEISIMA KapTOYEK C
NPUMEHEHUEM HUX PEKBU3UTOB B ceTH VHTEpHET); ycTaHOBJIEHHWE OaHKOM-
DMHUTEHTOM  OrPaHUYEHUE HA MPOBEACHHE  PACXONHBIX  ONEpaUd
(MakcuMalnbHas CyMMa M KOJIMYECTBO ONEpAlMil B ONPEIEIICHHBIA NEPUOA
BPEMEHH); BO3MOXKHOCTh CAMOCTOSATEJIbHO YCTAaHABJIMBATH OTPAHUYCHUS (HA
IPOBEACHUE oOnepauuil B ceTu HTEpHET, Ha COBEpIICHHWE ONEepalui B
KOHKPETHOM CTpaHe, Ha COBEPIICHUE OT/ICIbHBIX BUOB ONepaIuii);

- I JocTynma K CHUCTeMaM JIMCTaHIIMOHHOTO  OaHKOBCKOTO
OoOCTy>KMBaHUS U JTUYHBIM aKKayHTaM HEOOXOJMMO HCIOJB30BaTh CIOKHBIC
NapoJid, MCKJIIYAIolie BO3MOXHOCTh HX mojadopa. Pexomenmayercs
COCTaBJISITh KOMOWHAIIMK Tapojie He MeHee 4eM u3 12 3HakoB (Ludpsl,
OYKBBI M CUMBOJIBI B pa3zHOM peructpe). Co3naBaiiTe YHUKAIbHBIE MapoOIu
IJI. KQXIOTO CEepBUCA B OTAEIBHOCTU. CTOUT BO3JEPKATHCA OT MApOJIEH,
COCTAaBJICHHBIX M3 JaT POXKJECHUS, UMEH, (DaMUINN - TO €CTh T€X, KOTOPhIE
JETKO  BBIUUCIUTH W3  OOIIEJOCTYMHBIX HCTOYHUKOB HWH(MOpMAIU
(HampuMep, TeX K€ COIMalIbHBIX ceTell). Takke cienyeT peryjaspHO MEHSTh
Mapojay, 4eM yame - Tem Jydmie. [lonb3yhTech TOJBKO NPOBEPEHHBIM
MEHEeKepaM napoen!;

- MpU TIOCTYIUICHUH B COLMAIBHBIX CETAX COOOIICHUN OT JIHII,
COCTOAIIMX B KATETOPHH «IPY3bs», C MPOCKOAMU O MPEJOCTaBICHUU
PEKBU3UTOB OAHKOBCKUX IIJIATEKHBIX KApTOUEK - HE CIIeyeT cpasy xKe
OTBeYaTh Ha T000HBIE coolmenus! Hepenko Takue mpockObl pacChiIatoTCs
OT UMEHM Jpy3€d MNPEeCTYMHUKAMH, B3JIOMABIIMMHU AKKAyHT B COIMAJIbHOMU
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CEeTH W TOJYYUBIIUMHU JOCTYI K KOH(MUISHIIUATBLHON mepenucke. [loaTtomy
CHayajga HEeOOXOJMMO CBS3aThCS C ATUM YEJIOBEKOM (IO TenedoHy, JTUIHO
BCTPETUTHCA) U YTOUHUTD, JCHCTBUTEIHLHO JIM OH HYK/1a€TCS B TIOMOIITH;

- B IEJIX 3allUThl YCTPOHCTB HEOOXOAWMO HCIIOJIH30BATh
JUICH3UOHHOE  NPOrpaMMHOE  oOOecreueHue, peryasipHo  OOHOBJISTH
IpOrpaMMHOE OOECIeYeHHEe U  OINEpAIlMOHHYI0 CHCTEM. Y CTaHOBUTH
AHTUBHUPYCHYIO TPOrpaMMy CJeAyeT He TOJbKO Ha TIEPCOHAIBHBIN
KOMIIBIOTEP, HO ¥ Ha CMapTQOH, IJIAHIIIET U PETYJIIPHO OOHOBIISTH €€.



